UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN QUY HQP Poc 1ap - Tw do - Hanh phic

S6: 1576 /UBND-VH Quy Hop, ngay 12 thang 8 nam 2024
V/v canh bao chién dich tin cong
cua nhom APT “MirrorFace”

Kinh gri:
- Trudng cac phong, nganh, doan thé cp huyén;
- Chu tich UBND céc x4, thj tran;
- Thu truéng cac co quan, don vi trén dia ban huyén;
- VNPT Quy Hop.

Thuce hién Cong vin sb6 1577/STTTT-CDS ngay 07/8/2024 ctia S¢ Thong tin
va Truyén thong tinh Nghé An vé viéc “Cdnh bdo chién dich tin céng ciia nhom
APT “MirrorFace”.

Ngay 06/08/2024, Cuc An toan thong tin d3 ban hanh cong vin sb
1543/CATTT-NCSC vé viéc canh bao chién dich tin coéng cua nhom APT
“MirrorFace”. Theo van ban nay, qua theo doi, giam sat khong gian mang, Trung
tam Giam sat an toan khong gian mang qudc gia (NCSC), thudc Cuc An toan thong
tin - B6 Thong tin va Truyén thong, di phat hién va ghi nhan cac thong tin lién quan
dén chién dich tan cong mang dugc thuc hi¢n bo1 nhom tan cong APT MirrorFace.
Muc tiéu ctia nhém MirrorFace 1a cac td chire chinh tri, cac vién nghién ctru, nha san
xuat (théng tin chi tiét xem tai Phu luc kém theo).

Thyc hién chirc nang quan ly nha nudce vé an toan thong tin mang, Uy ban
nhan dan huyén dé nghi cac phong, nganh cap huyén, UBND céc x4, thi tran, cic co

quan, don vi trén dia ban huyén chi dao trién khai thuc hién cac nhiém vu chinh nhu
sau:

1. Mot sb giai phap cin trién khai:
- Kiém tra, ra soat h¢ thong thong tin dang sir dung c6 kha ning bi anh huong

boi chién dich tin cong trén. Chu dong theo doi cac thong tin lién quan dén dén
chién dich nham thyc hién ngan chan nham tranh nguy co bi tAn cong.

- Tang cuong giam sat va san sang phuong an xir 1y khi phat hién c6 ddu hiéu
bi khai thac, tan cong mang; dong thoi thuong xuyén theo doi kénh canh bao cua cac
co quan chure nang va cac t6 chtrc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tAn cong mang.

2. Phong Van héa va Thong tin huyén'
Dang tai toan van ndi dung cong van so cong van 5O 1543/CATTT-NCSC

ngay 06/08/2024 ciia Cuc An toan thong tin vé viéc vé viéc canh bao chién dich tin
cong ctia nhom APT “MirrorFace” 1én Cong thong tin dién tir huyén Quy Hop.

3. VNPT Quy Hop:
Pé nghi VNPT Quy Hop tuan thil cac quy dinh phap 1y hién hanh va cac diéu
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khoan thudc hop ddng thué dich vu ¢ lién quan dén cong tac an toan thong tin dé
dam bao hoat dong 6n dinh, an toan cac hé thong thong tin hién dang cung cap dich
vu trén dia ban huyén.

_Trong qua trinh thuc hién, néu c6 khé khan vuong mac hodc truong hop
can hd trg giam sat, xir 1y, Gmg ctru su ¢ dé nghi lién hé thong qua cac dau mbi:

- Trung tam Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hodc sb dién thoai tryc dudng day ndng tng clru sy cb
086.9100.317, thu dién tir: ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang quoc gia (NCSC), dién thoai:
024.32091.616 hodc sd dién thoai tryc dudng day néng hd trg giam sat, canh bao
som 038.9942.878, thu dién tir: ais@mic.gov.vn.

- Phong An toan hé thong thong tin, Cyc An toan thong tin (hudng dan cong
tac bao dam an toan hé thdng thong tin theo cip do), dién thoai: 0369596886, thu
dién tu: athttt@mic.gov.vn.

- boi Ung ciu sy cd an toan thong tin mang tinh Nghé An, dién thoai:
02383.500027

UBND huyén yéu cau cac phong, nganh cap huyén, UBND céc x4, thi tran,
cac co quan, don vi trén dia ban huyén trién khai thuc hi€n nghiém tuc./. /'/7”/«

Noi nh@n@ TM. UY BAN NHAN DAN
- Nhur trén; KT. CHU TICH
- Chu tich, cac PCT UBND huyén; ;, HO CHU TICH

- Luu VT, VHTT. y

Hoang Van Thai
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Phu luc
THONG TIN CHI TIET VE LO HONG AN TOAN THONG TIN
(Kem theo Cong van so 1576/UBND-VH ngay 12/8/2024 cua UBND huyén)

1. Thong tin chi tiét vé chién dich tin cong ciia nhém APT “MirrorFace”
Gan day, da phat hién va ghi nhan chién dich tin cong trén khong gian mang cia
nhém tan cong MirrorFace nham vao céc t6 chuc tai chinh, vién nghién ctru va nha
san xuat. Nhom da thyc hién khai thac cac 16 hong an toan thong tin trén san pham
Array AG va FortiGate nham phat tan ma doc NOOPDOOR.

Ma doc NOOPDOOR 1a mét shellcode dugc gai vao ung dung hop phap trén
hé thong va c6 hai bién thé duoi dang file XML va .DLL. Ca hai bién thé nay chi
khac v€ budc xam nhép va glong nhau Ve chirc nang, cho pheép nhom MirrorFace
thiét lap két nbi thong qua cong 443, cong 47000 dé tai xudng file, thuc thi cau
1énh,..

Sau khi phat tan ma doc trong chién dich tdn cong, nhom ndy thuc hién cac
hanh trai phép nhu: truy cap vao noi luu trit thong tin xac thuc cta hé théng mang,
phat tan ma doc to1 cac thiét bi khéc trong mang cuc bg; thuc hi¢n cac hanh vi theo
doi, trich xuat thong tin nguoi dung. Ngoai ra, MirrorFace con st dung cong cu GO
Simple Tunnel trong chién dich. Dé tranh bi phat hién, nhém dbi tuong da khai thac
MSBuild dé thyec thi file . XML chtta ma doc; ghi d¢ dir liéu doc hai lén registry cua
file; chinh stra timestamp; thém luat vao tuong Itra hé théng dé cho phép ma doc
duoc két ndi toi cac cong nhét dinh; an di cac dich vu dugc kich hoat; xo6a di ghi
chép ciia Windows Event; x6a file mi doc sau khi khai thac. Chién dich sir dung k§
thuat DLL side-loading va khai thac MSBuild dé thuc thi ma dgc trén hé thong.

Cdc don vi co the tdi xuong cdc ma 10C tqi: https://alert.khonggianmang.vn/
Dudi day 1a mot s6 ToC lién quan dén cac tin cong gan day
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2. Tai liéu tham khaio
https://blogs.jpcert.or.jp/en/2024/07/mirrorface-attack-against-
japaneseorganisations.html
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